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Intense School’s CISSP® Boot Camp
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Intense School’s CISSP Award Winning Boot Camp focuses on preparing you for the CISSP exam through
extensive mentoring and drill sessions, review of the entire body of knowledge, and practical question and answer

scenarios, all through a high-energy seminar approach.
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Intense School’s CISSP® Boot Camp

Intense School CISSP® Boot Camp - Course Description

Intense School offers this top-notch CISSP® Boot Camp to train and prepare individuals for the Certified Information
Systems Security Professional (CISSP) certification exam, the premier security certification created and administered
by the International Systems Security Certification Consortium (ISC2). CISSP holders have the necessary skills and
best practices to effectively create and execute enterprise-wide information security strategies.

Intense School's award-winning CISSP course focuses on preparing students for the CISSP exam through extensive
mentoring and drill sessions, review of the entire body of knowledge, and practical question and answer scenarios, all
through a high-energy seminar approach. Our CISSP Boot Camp is the product of a wide range of leading industry
experts and authors, and our training materials are considered the absolute best for CISSP preparation.

5 Reasons why you get more with the Intense School CISSP® Boot Camp!

1. Our materials are always updated for you with the latest information on the exam objectives: This is NOT a
CBK review-it is intense preparation for CISSP certification, guaranteeing your success.

2. You will receive Expert Mentoring by veteran security professionals before and after class guide you to
success

3. We focus on preparing you for the CISSP certification exam through drill sessions, review of the entire CBK,
and practical question and answer scenarios, all following a high-energy seminar approach.

4. Our CISSP training course is the product of a wide range of leading industry experts and authors, and is
considered the absolute best materials for CISSP preparation.

5. With our CBK Experts and CISSP insiders, we have developed a reputation for getting at the secrets of the
CISSP certification exam

CISSP Course - Benefits and Goals

The goal of the course is to prepare professionals for the challenging CISSP exam by covering the objectives of the
exam as defined in the (ISC2) common body of knowledge. CISSPs are expected to have a broad range of skills across
security policy development and management, as well as a technical understanding of a wide range of security
controls across all disciplines within IT Security. Our program will provide you with a quick and proven method for
mastering this huge range of knowledge. Intense School's Boot Camp is primarily designed around the CISSP exam
held in each specific area enabling you to receive an unmatched, intense, six (6) day total immersion training
experience with the seventh day reserved to take the exam along with transportation to and from the exam proctored
by ISC2.

Only Intense School's CISSP Boot Camp offers you the following benefits:

“All-in-One is All You Need.”

Six full days of the best CISSP training in the industry
Transportation to and from the test on the seventh day of the course
First Class, exclusive curriculum

In-person access to the top security experts in the industry

Intense School's proprietary practice questions

Pre-Class Preparation

Quality Targeted Books Shipped to you before class

Shon Harris All-in-One CISSP® Study Guide 4th Edition

Exam Study Guidance by a CISSP course instructor before and after
class

Lunch and snacks provided on each day of class

e  Opportunity to re-sit a classroom-based course for up to one year

NOTE: Intense School's Proprietary CISSP materials are regularly maintained, and synchronized with the latest exam
objectives with integrated materials from the Official (ISC)2 Guide to the CISSP Exam.
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Intense School’s CISSP® Boot Camp

Who Should Attend
e C-Level Professionals
¢ Information Security Professionals
¢ Professionals with four (4) or more years experience or exposure to Information Security practices

Prerequisites
The CISSP certification program is targeted at professionals with at least 4 years of experience in 2 domains and a
college degree or 5 years experience in 2 domains without a college degree.

Course Objectives
Upon Completing our CISSP Boot Camp you will gain valuable knowledge and skills including the ability to:

e Competently identify and handle security threats

e Gain credentials as a leading security professional for current and future employment
e Thoroughly understand the 10 essential core domains of the common body of knowledge:
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. Access Control
. Application Security
. Business Continuity and Disaster Recovery Planning
. Cryptography
. Information Security and Risk Management

Legal, Regulations, Compliance and Investigations
Operations Security

. Physical (Environmental) Security
. Security Architecture and Design
. Telecommunications and Network Security

The TOTAL Immersion Experience

During the Seven (7) Day program, our instructors give you 100% of their time and dedication to ensure that your time
is well spent. You will receive an all-inclusive immersion experience by receiving your hotel stay and most meals
during your training experience; therefore you eat, sleep and train at the learning facility with no distractions! The
typical daily schedule rolls out as follows:

Intense School's CISSP Boot Camp - 7 Day Schedule

Schedule DAY 1 DAY 2 DAY 3 DAY 4 DAY 5 DAY 6 DAY 7
8:30am to Information Security Cryptography Telecommunication Application Review of All Ten |Shuttle to (ISC)2
12:30pm Security and Architecture & and Network Security |Security Domains Proctored Exam
Risk Design (Shutltle may leave
Management as early as 7:15 AM)
12:30pm - Lunch Provided |Lunch Provided |Lunch Provided Lunch Provided Lunch Provided |Lunch Provided
1:30pm - Access Control |Business Physical(Environmental) |Legal, Regulations, Operations Time Allotted for
5:30pm Continuity & Security Compliance and Security taking Practice
Disaster Investigations Exam
Recovery
Planning
5:30pm - Break Break Break Break Break Break
7:00pm to Optional Optional Optional Practice and Optional Practice and |Optional Optional Practice Travel Home
10pm (Aprox) |Practice and Practice and Group Sessions Group Sessions Practice and and Group
Group Sessions |Group Sessions Group Sessions |Sessions

Note: Schedule Subject to Change. Our instructors are there to see that all of your questions are addressed, even
during evening labs.

Intense School’s CISSP Schedule

To view our current CISSP course schedule and locations, visit Intense School’s online at:
http://www.intenseschool.com/boot_camp/network_security/cissp
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Intense School’s CISSP® Boot Camp

Intense School’s Pre-Class Preparation

Signing up for Intense School's CISSP Boot Camp means more than just attending a seven (7) day program. The
program starts with the following pre-class preparation materials:

* Quality, targeted prep books shipped directly to you prior to start of class
* Email access to a qualified CISSP course instructor before and after class for exam study guidance

Post-Class Follow up and Support
Even after the course, we are here to provide support, including:
e Post-class CISSP expert mentoring
e Option to retake the class for up to a year (or until you obtain certification, whichever comes first)

Career Path-Related Courses

The courses below are excellent follow-on classes, once the CISSP Boot Camp has been completed:
e CEH (Professional Hacking) Boot Camp
e CCE (Computer Forensics) Boot Camp

Certified Professional Exam

Intense School's CISSP Boot Camp extensively prepares students for the following Certified Professional exam:
¢ |ISC2 CISSP Exam

Testimonials

"Intense School's CISSP boot camp provides a very direct and focused review of the CBK and provides a framework
for understanding how to approach the exam, which is unlike any other in the industry. Provided that you follow their
program closely, including advance study of the materials they provide as a part of their comprehensive package, this
camp will be a week very well spent.”

Rob Carey, CISSP
Sr. Security Partner Manager, Symantec
President, South Florida Chapter of ISSA

"I think the amount of time was appropriate, the information was relevant and well-summarized, and the test
reflected the study materials well. My instructor did a great job. My Training Sales Representative has also been very
helpful and | am glad that he had taken a great interest to follow up during class to with the students. | am very
pleased with Intense School and the entire process."

Ryan Argomaniz, CISSP
AVP, Specialist - Info Security Engr
Bank of America

"This class has been an outstanding experience for me. The instructor has a way of presenting material at a level that
all can relate to. There is a lot of information with regards to this course, but he helps you to pinpoint your weak areas
and turn them into to strengths. Thank you so much for this experience."

Phyliss Moore
Booz Allen Hamilton
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Intense School’s CISSP® Boot Camp

Intense School’s CISSP® Course Details

Day 1

Introduction

Information Security and Risk Management

* Management Responsibilities

e Security Policies and their supporting counterparts
¢ Information Classification

¢ Roles and Responsibilities

* Risk Management

e Security Awareness

Access Control

e |dentification, authentication, authorization methods
¢ Authentication methods, models and technologies
* Discretionary, mandatory and non-discretionary
access control

* Accountability, monitoring and auditing practices

¢ Possible threats to access control practices and
technologies

Day 2

Security Architecture and Design

* Computer architecture and the items that fall within
it

¢ Components within an operating system

* 0S| Model

e Trusted computing base and security mechanisms
e Different security models used in software
development

 Security criteria and ratings

e Certification and accreditation processes
Business Continuity and Disaster Recovery Planning
* Business Continuity Planning

* Disaster Recovery Planning

* Possible Threats

* Business Impact Analysis

* Roles and Responsibilities

Backups and Off-site Facilities

Day 3

Cryptography

 History of cryptography

e Cryptography components and their relationships
* Government involvement in cryptography

* Symmetric and asymmetric key cryptosystems
e Public key infrastructure (PKI) concepts and
mechanisms

e Hashing algorithms and uses

* Types of attacks on cryptosystems

Physical (Environmental) Security

* Administrative, technical and physical controls
pertaining to physical security

* Facility location, construction and management
* Physical security risks, threats and
countermeasures

 Electrical issues and countermeasures
* Fire prevention, detection and suppression
* Authenticating individuals and intrusion detection

Day 4

Telecommunications and Network Security

e TCP/IP Suite

* Cabling and data transmission types

* LAN and WAN technologies

* Network devices and service

¢ Telecommunication protocols and devices

* Remote access methods and technologies

* Fault tolerance mechanisms

Legal, Regulations, Compliance and Investigations

¢ Ethics, pertaining to security professionals and best
practices

e Computer crimes and computer laws

¢ Motivations and profiles of attackers

e Computer crime investigation process and evidence
collection

e Incident handling procedures

 Different types of evidence

¢ Laws and acts put into effect to fight computer
crime

Day 5

Application Security

* Different types of software controls and
implementation

* Database concepts and security issues

* Data warehousing and data mining

* Software life cycle development processes
* Change control concepts

* Object-oriented programming components
* Expert systems and artificial intelligence
Operations Security

¢ Operations responsibilities

* Configuration management

* Media access protection

* System recovery

e Facsimile security

e Intrusion detection systems

* Attack types

Day 6
Review of all ten domains
Practice Exam (289 Sample questions)

Day 7
Shuttle to exam and sign-in for actual CISSP
exam*
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Intense School’s CISSP® Boot Camp

*IMPORTANT NOTICE*

Students are responsible for registering and paying for the exam directly with ISC2. This should be taken care of as
soon as possible to avoid additional fees or an over-booked exam. Actual exam proctored by ISC2.

Intense School’s 100% Satisfaction & Human Capital Guarantee

Intense School is committed to you having the best possible training experience available. If during the first day of any
classroom-based or Live Online course the student is not fully satisfied and wishes to withdraw, the student will
receive a 100% refund, less any applicable fees. We also offer students the opportunity to re-sit a Classroom-based or
Live Online course tuition-free for up to one year or until the student obtains certification, whichever comes first. Our
Human Capital Guarantee ensures a successful return on investment for employers. If an employer has paid the cost
of a class for an employee who leaves within three (3) months of obtaining certification, Intense School will train an
additional employee of the company at no tuition cost to the employer for up to 12 months. Any employer may
request their Intense School graduate re-sit the course tuition-free within three (3) months of the completed training if
the employee is not successfully performing a job duty related to the class that was taken. *

Corporate On-Site Discounts
Your Company will Save Big on group on-sites of 6 or more students. Get CISSP Certification Training FAST on-site at
your location for a fraction of the price of our public scheduled Boot Camps!

Additional Delivery Methods Available To You:
e Live Online
 Self-Paced

Our Training School At-A-Glance

Intense School is the #1 accelerated IT training school in the world for good reason - our Expert Instructors are
industry-recognized leaders, authors, and experts in their fields. We have mastered the accelerated method of
training and certification and take pride in offering you the same quality training and certification programs that more
than 45,000 satisfied clients have raved about.

Intense School’s Expert Instructors possess strong consulting, implementation and training expertise. Our security
professionals come from diverse roles including positions in consulting, product development, project management,
information security and information technology. Our training team has supported public and private corporations,
technology vendors, telecommunications companies and professional services organizations around the world.

*All terms & conditions located on www.intenseschool.com

CISSP® is a federally registered certification mark of ISC2
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